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A two-level method for elephant flow identification

YAN Junrong, YE Jingchang, PAN Peng

School of Communication Engineering, Hangzhou Dianzi University, Hangzhou 310018, China

Abstract: The high accuracy and low overhead of elephant flows identification have a great meaning on solving the
controller’s single point of failure problem in SDN traffic management. Aiming at the problem of high overhead of the existing
elephant flows identification method, a two-level method for elephant flows identification was proposed which included a
suspicious elephant detection algorithm based on TCP write-queue in the first stage and areal elephant detection algorithm
based on flow duration in the second stage. During the first stage, the suspicious elephant flows were identified in the end
systems to reduce the amount of flows monitored by the SDN controller at the second stage. Analysis and simulation prove that,
under the premise of ensuring the accuracy of elephant flow identification, the two-level method for elephant flows
identification reduces about 85% overhead of identification compared with sampling identification method.
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BSCHE 0 B 2 v 909% 2 A A AR T HL R 28 B H
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A KN N 1 MB, FlH sysctl —wnet.core.wmem_max =
10485760 #5416 s T WL 85 K e ik e A K/h o 10 MB,

Kk ERCHIF M 4, B 4AMES &
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T4 BRI AT BER R R TR T s R AR AR
i STIFR/N o 115 MB, RBIEE R AT & 52 Fx 5 18 5 Bl
R, o B AL C % R AR G g SRR/l 3.5 KB,
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332 H =B ERA ke
5 B BBy ZUSER %0 UM R RED-DT 3% 5 81
TR S — B B AG AT SE R B U R B R 2 B Be B
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@set_ev_cls ( ofp_event. EventOFPPacketln, MAIN_
DISPATCHER)
def_packet_in_handl er(self,,ev):
msg = ev.msg
datapath = msg.datapath
dpid = datapath.id,/* K8 L HALE %5 */
parser = datapath.pfproto_parser
table_id = msg,/* KW RS */
in_port = msg.match| ’in_port’ |
1% 8T packet_in 1 B35 415 R HCHE 2 4 AR Sk
pkt = packet.Packet(msg.data)
ip_tos = pkt.get_protocol(ipvd.ipvd.tos),/* 313 TOSHH */
ip_src = pkt.get_protocol(ipvd.ipvd.src), /* 3k 13 U5 TP
ik */

|»Frame 264: 1442 bytes on wire (11536 bits), 1442 bytes captured (11536 bits) on interface @
»Ethernet II, Src: Vmware 98:03:42 (00:8c:29:98:083:42), Dst: Vmware 3:06:aa (80:58:56:73:06:3a)
wInternet Protocol Version 4, Src: 192.168.176.136 (192.168.176.130), Dst: 192.160.176.131 (192.160.176.131)

Version: 4
Header Length: 20 bytes

wDifferentiated Services Field: ©xc@® (DSCP ©x30: Class Selector 6; ECN: ©x80: Not-ECT (Not ECN-Capable Transport))
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30)
. ..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport) (@xee)

Total Length: 1428
Identification: 8x8543 (34115)

P4 PRBCRY AT S K G 0 K 73 41

»Frame 495: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface @
»Ethernet II, Src: Vmware 98:03:42 (00:0c:29:98:03:42), Dst: Vmware f3:06:aa (00:50:56:13:06:aa)
wInternet Protocol Version 4, Src: 192.168.170.130 (192.168.170.130), Dst: 192.160.170.131 (192.160.170.131)

Version: 4
Header Length: 2@ bytes

wDifferentiated Services Field: 0x@@ (DSCP ©x00: Default; ECN: ©x00: Not-ECT (Not ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
...... 00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport) (8x@e)

Total Length: 568
Identification: @x4514 (17684)

5 AR 2 B S 20 4
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ip_dst = pkt.get_protocol(ipvd.ipv4.dst),/* 3K 1% H ) TP
sk */

tep_sre_port = pkt.get_protocol(tep.tep.sre_port), /% f
(GRS
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14 H i3 1/
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HJ&H B3 S ML IE $2 1) BB 8
SIt AL R 16
Flow/%& A 2 0 B DT 3 7 A R T A 10
P, PR 1/50
D/byte TR B IR B CRAE M4 3%) 54
Tls L 2 TUAE A e 1] 60

DI TR R
VAU AR B A R AR I 1, (0
B A 5 R B0 DL SO0,
EVE Vo BRI SO P AL R
BEHCIREL A0, 58131,
P 21 M)
P

sSum =

FRE T TEAUT K 26 B 4Lk EEHI AT, B D,
UE A 54 byte(MAC 23413k TP 430413 B TCP A4k 2 1 ), W
AR 3 TR B A K 4 R O ik e ARG b A
337.5 KB 44

QKGR A ik

KGR P R 7 i i 8 R R R AR B B

R2 RERINKRIERER

ARG WRT Envt: | A&
5e3e089¢01616580 0 10.0.0.1,1120,10.0.0.2,21,tcp real
5e3e089¢01616580 0 10.0.0.1,1123,10.0.0.2,21 tcp real
5e3e089¢01616580 0 10.0.0.1,1124,10.0.0.2,21,tcp suspicious
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(41413 8 byte, 1§ B 14 56 byte) , W AT 18 K % 5 ¥ 4
PUR 7 4 i A O 5 AR 8 52.8 KB A9 B
SRS WL H B b AR PR R G RNy v Y R B
B2 (1) 52 (2) W7 70 A BR AT 2079 B3R 50 55 25 45 L H -
f92(3), Hov B 5B R G B (HA 6, d T DAAS
rE S KW BEN KSR, WA 8 Fim .,
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uest
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¥

(3)

0.10F
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K mE
8 RGP PR S A5 5 SR R R 3 B 1 O L 3R

WE 8 ATE M EER LB M 8K, R P4
TR R SR 0 Bk T /N | R B R T P
TR 3 3o G o B ) K 4 U T AR ) SDIN 4 a7 1
WHITFE PRI RGBT AT S R, (B7E M 3R B
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S ORATE R 42 U 0 o 0 1 R T A AR I SDN
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M=10 MB
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